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Kntouesbie cnoea: obnauHbie TexHonorum — cloud tech-
nologies; HepeKknapupoBaHHasi BO3MOXHOCTb — un-
documented features; nporpammHoe obecneyeHue —
software; meTop BOCCTaHOBMEHMsI (OYHKLMOHAMbHbIX
cneumdmkaumn — functional specifications retrieval tech-
nique.

PaccmoTpeH oauH M3 BO3MOXHbIX METO[,OB BbIsSIBIIEHMS
HEeLEeKNapUpPOBaHHbIX BO3MOXHOCTEN B MPOrPaMMHOM
obecneyeHun, NPOBELEHA OLLEHKA €0 MPUMEHUMOCTH
K MPUMOXKEHUSM, MCMOMHAEMBIM B cpepe obnauHbix
BbluucneHun. [lpepnoXxeH noaTtamHbIM  aNropuTM
BbIMONMHEHMs meTopa. [lpepcraBrneHbl  OCHOBHblE
MHCTPYMEHTbI aBTOMATH3aLMn MeToaa.

A technique for identifying the software undocumented
features is considered and assessed for the usability in
cloud computing software applications. A step-by-
step algorithm for its implementation is proposed and
principal instruments for its automation are presented.

Beenenmne

B HacTosee BpemsaA npu paspaboTke MHPOPMAIVIOHHBIX
CUCTEM NPUXOANTCA YUUTHIBATD AVHAMIYECKNIT Pa3HO-
POIHBI MHOTOYPOBHEBBI XapakTep MHMOPMAIVIOHHOTO
B3aJIMOZEeJICTBNMA B LIEJIAX OL[EHKY BOBMOSKHBIX PYICKOB HAPY-
IIeHNA KOH(PUAEHIMAJIBHOCTHY, 1EJIOCTHOCTI M TOCTYII-
HocTM nH(opMaryy. Hasmane B mporpaMMHOM o0ecrieueHnn
(IIO) dpparmeHTOB KOZla — KaK 3aBEOMO BPEeJOHOCHBIX,
Tak M IOTEHIVIAJBHO ONACHBIX B CJIydae VX JICIIOJIb30-
BaHMA noctoporHUM 11O (0cobeHHO B Bue HeleKJIapu-
poBaHHbIX Bo3MoskHOcTel (HIB) nin 1x pa3HOBUIAHOCTI
«HEJIOKYMEHTVPOBAHHBIX») — IIPEJICTABJISAET CODOI PUCK
TIOJTHOV MJIV YaCTUYHOI ITOTePM JAAHHBIX VMJIM OCYIIIECT-
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BJIEHIA HECAHKI[MOHMPOBAHHOTO IOCTyIIa K HuM [ 1, 2].

Pemrenne 3aaun noycka METOOVIKY KOHTPOJIA HAJINUNA
HB IIO npu 0OTCYTCTBUM UX VICXOJHBIX TEKCTOB U IT0JIX0/1a
K BOCCTaHOBJIeHMIO crienmcpukanmii I1O mpu oTcyTeTBUM NX
JICXOZHBIX TEKCTOB ITO3BOJIUT CITEIVI(PUIIVIPOBATE BXOJHBIE
JlaHHBIe 1714 pa3pabaTbIBaeMoll CYCTEeMbI 3aIIUThI C IIeJIbI0
KOHTPOJIA IIPOIIECCOB BBIJEJIEHNA CUCTEMHBIX PECypPCOB
YPOBHA IOCTEBOII CICTEMBI U TUIIEPBI30PA Y CBOEBPEMEHHO
peaxiuy Ha BBIABJIEHHBIE YTPO3bl, CBA3AHHBIE C HAJN-
unem H/IB. Beiasnenne HJIB B I1O, ncnosiageMoM B cpezie
00J1aYHBIX BBIUMCIIEHE, TO3BOJIUT YaCTUYHO PEINTD 3a1a4N
HeNTpaamn3anyu Kak TPaguIMOHHBIX yIPo3 MH(MOPMAI-
OHHOIT 0€30ITaCHOCTH, TaK U CBA3AHHBIX CO CIIEIM(PUKOI
00JIaYHBIX BBIYMCJIEHNI (OTCYTCTBIE IPUBABKA K (PU3U-
YecKoMy 000pyIOBaHNIO, HAJIMYe TUIIePBU30pa, HaJIdme
cepBepa yIIpaBJeHNA U CPeCTB BupTyamaanym) [1, 2].

B pamkax HacrodAmel paboTeI OCyIeCcTBIIeHa (popMa-
JIM3aIyA MeTO/[a BOCCTAHOBJIEHNA (DYHKIMOHAIBHBIX CITEeIl-
nVKaINiL 1 TpOoBeieHa OlleHKa BO3MOKHOCTY IIPYIMEHEHN A
MeToJia IJIA IIPOrPaMMHOro obecreyeHns, CIIOJIHAEMOrO B
cpene 00JIaYHBIX BBIYMCIIEHNI, Pa3paboTaHHOrO C VICIIOJb-
30BaHMEM KOMIIMIJINPYEMbIX A3BIKOB IIPOrpaMMIpoBaHusd. B
JIaHHOJ paboTe He paccMaTPUBAIOTCA MEXaHN3MbI 3aIIUThI
JICIIOJTHAEMOTO KOZa OT €ro JMCCJIeJOBaHNA (An3acceMO-
pOBaHMA, JEKOMIIVJIAINY, IIPOBEAEHNA CTATUYECKOIO U
IVHAMIYECKOTO aHAJNM3a), a TaKKe He pacCMaTPUBAIOTCA
criocoObI 00X0/1a TAKUX MEXaHM3MOB 3aIIAThL

Boisaiaeane HJ/IB 110 B yciaoBusx orcyr-
CTBISA MCXOJHOTO KOJa

Texnomnorusa serasaenusa HJIB ITO ocuoBana Ha o0HAPY-
SKeHUM M30BITOYHBIX 1 OIIMOOYHBIX (Ie(PEeKTHBIX ) YIaCTKOB
KOJ1a, UMEIOIIVIX BPeJOHOCHOE [TpefHa3HAYEHNE VIV BO3MOK -
HOCTD JIECTPYKTUBHOTO IPVMEHEHNA.
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IIponecc BoiaBaenna HJIB I1O B ycsioBMAX OTCYTCTBUA
MICXOZHBIX TEKCTOB BBIIIOJIHAETC IIPY AIIPYIOPHO HEIIOJIHBIX
MICXOZHBIX JJAHHBIX, 1 IT0 METOIaM VICCIIEIOBAHMA KJIACCH-
uipyercs kak 3aa4a Tak Ha3bIBAEMOTO «CEPOT0» AIIVKA.
Vecaenosanne I10 3akimogaeTcs B IpMMeHEHN TEXHOJIOTUN
IlepeBozia mcrnosHAeMoro koza I10 K Bumy, NpurogHOMYy
JLJI YICCTIeTOBaHMA 1 aHa mM3a (KoJI Ha A3bIKe AcceMbep).

IIpensnaraerca HAJIOKUTE CIIEYIOIIVIE OTPAHNYEHNIA B
JaCTY BO3MOXKHOCTEN IIOTEHIMAJIBHOTO MccaenoBaresd I10:

— ucciyenosaresb 110 obsazaer McUYepPIIBIBAOIIMU
cBeeHNAMM 00 amapaTHO-IIPOrpaMMHOM ItaTdgopme
cpensl 00JIaYHBIX BBIYVICJICHNI;

— nuccaenposaretib I10 obecneuen HeobxomumbiM 11O mi1sa
CO3IaHNA DK3EMILIAPOB, IPeJHA3HAUYEHHBIX JJIA (DYHK-
LIMIOHMPOBAHUA B cpesie 00JIaYHbIX BBIUMCIIEHNIT;

— ucciaegosartetis I10 ocymecTBaseT nepenavy 110 ¢
VICIIOJIb30BAHNEM IITATHBIX CPEICTB 00JIAYHBIX BBIUMCIIEHNIL.

Obmaa cxeMa NPYMEHEHN TEXHOJOTMY BbIABJICHNUA
HJIB IIO npencrasiena Ha puc. 1 [3].

dopmaamuzannsa MeToxa BOCCTAHOBJICHUIE
cnenuukanum aJaropuTMoOB 00'bEKTOB ICCJIE -
OBaHUSA

TpeboBaHNA K cOCTaBY, HA00PY (PYHKINIL U X 33 BUCUMO-
CTAMMY IPYT OT ApyTa Wi Apyrux Mozysedi u I10 ommceiBaroT
B pasjieJie crielVKaIyy, Ha3bIBaeMoii (DYHKIVOHAJIBHOM
crienmdpuraryert. BoccranopsieHne (DyHKIIMOHAJIBHOIA CITeIl-
ndpMKaIIy, Ha CETONHAIIHNI IeHb, ABJIAETCA YaCTUHHO aBTO-
MaTMU3VPOBAHHOI IPOLIEYPOI, PEe3YJIbTAThI BBITOJTHEHVIA
KOTOPOII HeOOXOAVIMBI JJIA JOCTVKEHNA 1[eJI)f — yCTaHOB-
JIeHV A HA3HAYEHMA Y IIPYHINIIOB PaboThI PparMeHTOB KOJia.
Perrenne npo6JieMb! OTCY TCTBUSA MCXOJHBIX TEKCTOB COCTOUT
B pelleHn HAYYHO 3a1a4, 3aKJII0Yalollelicsa B BOCCTaHOB-
JIeHUN (DYHKIMOHAJBHBIX criermdurarmii 110 [3, 4].

VlcxomubIMU JaHHBIMM TPV ITPOBEIEHUM VICCIIEJOBAHMIT
asygerca I10, 3arpykeHHOe KaK B OIIEPATUBHYIO, TaK U

I
I [doctyn K namatm |

JIOJITOBPEMEHHYIO / TIOCTOAHHYIO [IaMATD, TaKVe KaK (B TOM
yiIcJie BUPTyaJsbHad) 6a3oBad cucreMa BBoga-BeiBoza (BIOS),
OC runepBu30pa, CpefCTBa BUPTYaIN3aIINY, TPOIIBKY
Habopos MukpocxeM (Chipset), MozmemMoB, ceTeBBIX KapT,
a TaKJKe UX IIPOrpaMMHbIe (BUPTYaJbHbIE) OMYJIATOPDL, 1
anpa rocteBbix OC. VceaenoBaumsa IPOBOAATCS C VICIIONIb-
30BaHMeM CO3JJaHHOI Koy naMATK (dump), COXpaHeHHON
BO BHEIIIHE! TaMATH.

JlaMI1 maMATY IPeICTABJIEH B BUJIE€ MATPUI[BL, BJIEMEHTbI
KOTOpOI cofepoxat sHauerns «0» miu «1», Oc., .. =[0; 1,
Ineo; € [0,1],a n 1 monipenensa0T pa3MepPHOCTb MaTPUIIBL.
PasmepHOCTb MaTPUIIBI ONIPEIeIAET OIPAHNYEHNA IIPOBO-
JIMbBIM MCCJIEIOBAHNAM, CBA3aHHBIM C OJHO CTOPOHBI C
MMHMMAaJbHO 13BecTHBIM pasdmepom 110 (0,2 K6), koTopoe
HelleJslecooOpas3HO MCCIeI0BaTh 0e3 CpesiCTB aBTOMATYI-
3a111, C IPYTOii CTOPOHBI OyZEeT BBICTYIIATH MAKC/MAJIbHBII
pasmep mamma aznpa OC, npuMeHAeMOlt B UCCIIeSyeMOit
cucreMe, paBHBIN §x 1 0° (K0), mar guckpeTm3anyuy IpUHY-
MaeTcs paBHbIM MUHMMAJILHOMY pas3Mepy acceMOJiepHOit
KoMaHIbI — 16 OuT.

JaMmI1 maMaATY COAEPIKUT KOHEYHOE MHOYKECTBO PeaJ-
30BaHHBIX PYHKIMI Qg (D),rme § — KOIUMYIECTBO PYHKINIL,
IIOJIy4aeMbIX 13 CyMMEI (1)

S=l+o, (1)

[ — mexnaprpoBaHHBIX (MOJIyYeHbl Ha OCHOBE KOMILIEKTOB
cpencts paspaborky SDK 11 DDK n peann3oBaHbI B Buzie
(PYHKRIMOHAJIBHBIX CUTHATYP) M1 ) — HEJIeKJIAPYPOBaHHBIX.

MomurHoCTE MHOYKECTBA JIEKJIa PYPOBAHHBIX (DYHKLININI
3HAYUTEJIbHO IIPEBBIIIAET MOIIIHOCTh MHOYKECTBA HeJle-
KJIAPMPOBAHHBIX.

B pesyusbraTe nccie10BaTeNbCKYX VICIIBITAHUI HEOOXO0-
ZIVIMO HaiiTy (DYHKIMOHAJIbHBIE CIIEM(PVUKALINI, 3aIaHHbIE
BuoM (2)

UPyyy11 (D)), B(Pyy15 (D)), 8(@yp (D)) (2)

! obopyaosaHua |

» CoxpaHeHHas Konua
l> namATn

i — G |
JL I

\ MpeaBapuTenbHbIii aHaNKU3 € yyeTom cneundurm o6pabotkm nubopmaumm ‘

[ [lecTpyKTUBHOE (310HaMepeHHOE) GYHKLMOHWPOBaHWE NOAO3PUTENbHbIX HA Hanuume HAB yyacTkoB ]

¥ &

[ BbIXxOAHbIE AaHHble CO cneunduLMpPoBaHHbIM OMUCAHUEM YKa3aHUEM yCnoBui npossneHus HAB ]

Puc. 1. Cxrema npumernernus mexnoaozuu eviasrenus HJB I10

NHPOPMALHNUA 1 KOCMOC Nei
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OIVICHIBAIOIIVIE BBIABJIEHHBIE HeJIeKJIapYPOBAHHBIX (DYHKIINI
13 MHOKECTBA Fyyy (D) = (@, (D), @y 2(D)s- -, Py (D)) - Ilog
o,f,...,0 IOHNMAaeTCa A3BIK CIEeIMPUKALINIA, TpeTHAZHA -
YeHHBI 114 cienPUIMPOBaAHNA (PYHKITIL

CaMmy sxe crenM@UKAIMIO CJIefyeT MIPeACcTaBIIATH
oIlJiCaHMeM Haphbl Buja (3)

§=(B,V) (3)

B KOTOPOII OIIpeiesIeH HaYaJIbHbIN aJipec yCJI0BUA, pa3pe-
IIIAIOIIETO (POPMIUPOBATE YIIPABJIEHNE B VI OVICAHVIE VCIIOJI-
HUTEeJIbHOI YacTy, T.e. PyHKIymM V.

JIro6oe ITO MO:HO OMMCaTD C IOMOIIBIO BeKTOpa (St,L, D),
rae St — IeHOTalVOHHAA COCTaBJIAIONIAA, (POpPMaJI30-
BaHHAA C IIOMOII[BIO Teopyy IpadhoB, L — JIOTMYECKasa COCTaB-
Jadmomasd, B repMyHax RSL jormky, D — omeparMoHHa s
cocrasiamomad. ITo pesympratam paboTe! pacno3HaBaHNUA
dopmmpyem BErxoanoi BekTOp R =(R(Qs:).R(2L).R(2D)),
rae R(Q)e{0,1} — pe3ysbTaT pacro3HABAHNUSA C [IOMOIIBIO
COOTBETCTBYIOIIEro aBToMaTa. B mporiecce BoisBenus HIB
IO 1esrtecoobpa3HO KOMILJIEKCHOE MCITOJIb30BaHNE MOIeIet
Y METOJIOB, OPMEHTVPOBAHHBIX Ha BBIABJIEHNE PABJINIHBIX

BBIUMCJIATENBHBIX federTos 10, mpoaBIA0IMXCA B HAPY-
LIIeHMY ITPAaBUJIBHOCTY BBIUVCIIUTEIBHBIX CTPYKTYD (ASY),
B MCKAKEHUY KOPPEKTHOCTH CBOIICTB BbluncanmocTty (AL)
M B HEYCTOUMBOCTY cOBCTBEHHO Bhrumcsennii I10 (AD).
IIporiecc pacro3HaBaHMA OIVICHIBAETCS C IIOMOIIBI0 CXEMEI,
IIpefCcTaBJIeHHON Ha puc. 2.

II0 musaccembimpyercs. [Tosry4ueHHbIN IUCTVHT CKAHUPY -
eTcda mpeobpasoBaTesieM, KOTOPEIii TpeodpasyeT Ko IIOAIPo-
rpaMMm B BeKkTopa (St, L, D). BeKTop mocTymaeT Ha BXOJI pertia-
TeJIA, KOTOPbIi CHaYaJ Ia IIPOILyCKaeT ero Yepes Pacio3Ha-
BaTeJIb, COCTOAIMI 113 KOHEYHBIX aBTOMAaTOB Qgs, Q7 , Qp),
¥ [TOJIY9aeT BBIXOAHO BEKTOP R = (R(QS,),R(QL),R(QD )) .
IIo 3HaueHNI0 BBIXOLHOTO BEKTOPA OIIpeiesIAeTCA KIIace, K
KOTOPOMY OTHOCHUTCSH IIOIIPOrPaMMa.

IIpennaraerca 0003HAUMTL Ha3BAHMA IIPOIIECCOB,
peasM30BaHHBIX B MHTEPIPEeTaTope, IJIAHUPOBIINKE 1
reHepaTope pelleHnit, 1 cOPMUPOBATE U3 HUX IIONCH-
cremy BbiaByeHnud HJIB I1O, n3obpaskeHHyI0 Ha puc. 3.

Ja mcronHAEeMbIX (PajiIoB BOCCTAHOBJIEHME CIIEIl-
MUKAIN AJITOPUTMOB B TIOJTHOM 00'BeMe HEBO3MOXKHO
13-3a IPpeodPa30BaHii, BBIIOIHAEMbIX TPAHCIATOPOM C
MICXOIHBIMI TEKCTaMM, HO [IJIf pellleHNs 3aJa4yl BbIAB-

Mpeobpasosatens St, '—J .
P P LD 41/‘ JAunsaccembanpoBaHHbIA KOZ, (MMCTUHT)

PeLﬂ;Tenb

HAB

Knaccuduumpytowiee npasuno

Mopo3putenbHbie Ha
HAB

Ownbkum (aedekT)

Puc. 2. Cxrema pacnosunasarnus HJ[B e Ousaccembauposarntom Kode

OC<n,m> = [OZ,J]

&

O6HapyxeHve oLwnbBoYHbIX (AedeKTHbIX) y4acTKoB Koga

Ha6op pewenuin

Ha6op 3HaHuit
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Ha6op —N dopmuposaHmne
[ AHanua cTpyKTypbl AHanu3 KOppekTHOCTU .
AaHHbIX V/ 7 b CTPYKTYpbI Onepauwi
Bbl4UCNEHUI CBOWUCTB CTPYKTYp BbIYUCNEHWNIA
Mopospenve Ha HAB MO
N

AHanua CTpyKTypHbIX
CBOWCTB Bbl4MCNEHUI

AHanu3 KOppeKTHOCTH
CBOWCTB BbI4NUCNEHWNI

®dopMUpoBaHuEe CBOMCTB
onepauui BblYUCNEHUA

Moateepxaenve HAB MO

NnanvwposaHue
BblYMCIIEHNNA

dopmupoBaHne
nocneaoBaTenbHOCTU
onepauuni BblYUCNEHUA

AHanma ycton4mBocTn
CBOWCTB BblYUCNEHNN

JL
UPep (D). B(P 2 (D). ... 8(Prz (D))

Puc. 3. Apxumexmypa nodcucmemsvt pacnodnasarus HIB e IIO
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senns HIIB nosiy4aeMbIX TaHHBIX ¥ BOCCTaHABJIMBAEMON
MHPOPMAINY JOCTATOYHO [3, 6].

AgropuTMBI U (pyHKIMOHAJNBHBIE 00beKTHI (PO), He
yuacTByomye B peasmaaryy [10 110 ero mpegHa3HaYeH IO,
paccMaTpuBalOTCS B KAYECTBE [TOTEHIMAJJIbHBIX Ha OTHE-
ceHne K BpegoHocHbiM H/IB [3, 4].

ITocoenoBaTeIbHOCTE M OIIVICAHYIE OIIePALNI ITOAPOOHO
IIpescTaBieHsl B Tabsmiie 1.

Hanee Tpebyercsa MOATBep:KIeHNE MY OIPOBEp-
sKeHMe cPOPMUPOBAHHBIX IIOLO03PEHNI OTHOCUTEILHO
BBIOPAHHBIX YYaCTKOB KOZa. AJITOPUTM IpesicTaBJIeH
Ha puc. 4.

Tabsma 1

IlocaenoBaTenbHOCTH U onmcaHue onepamnuii mo Beisiaennio HJB B I10

HanmenoBanme onepanmn

CaeneHns o0 onepanun

C6op ob1iiemocTymHOb
nH(pOPMAIN

VlcenenyeTcs faMIl maMATH, MCIIOJHAEMBI (paii 1 JUCTPUOyTHB IJ1 MOMCKa
HaJMEHOBaHMA Pollecca, KOMMEHTapKeB pa3paboTunKa, CBeIeHNIT 0 BEIYUCINTEb-
HOJ! CpeJie, HaJIM4IMy TPaHuMIl, CBOICTBEHHBIX CEKIINAM UCIIONHAEMbIX MU JPYIUX
¢opmaToB (paityoB, aTpuOyTOB CEKINIL, He0OX0AUMOM OMOIMOTEUHOM OKPYSKEeHUM,
COZIEPsKAHIA CLIEHAPUA YCTAHOBKYL. J[OIOHUTEILHO TOMCK OCYIIECTBIIAETCA: Ha
caitte paspaboTunka, B (hailIOBBIX XPAHMINIIAX, B COXPAHEHHBIX KOIMAX CTPAHMII
1 IIPOY.

Dukcanya o0’beKTa MCCIeI0-
BaHUA U cpebl PYHKIIMOHNPO-
BaHUA U KOHTPOJIb 3aITyCKa

DuKcupyeTcs KOHTPOJIbHASA CyMMa 00 BEKTa MCCIeN0BAHMS U HEJIAETCS «CHUMOK»
OC: kommmy 3amceit peectpa, QaiIoBbIX TabJLl, CIMCKM CIyKO 1 opaliBepoB
U KOH(PUT'YPALMOHHBIX (DaiiIoB.

ITonck coBnamenmin
C CUTHATYpPaMM CTaHOAPTHBIX
pyHKIMIL

ITocsre npyMeHeHNA IOATOTOBJIEHHBIX CUTHATYD B cpefie AnsacceMOepa, an3acceM-
Gs1ep Ipy coBIIaieHMY KOHTPOJILHBIX CYMM IIePe/MEHOBBIBAET IIPOLIEYPY C MMEHEM
«sub_AJIPEC» ra mpuBeieHHy0 B curHaType. BoccTanoBsIeHMe MeH yHKIMI 1
IIPOLIeAYP YCKOPAET aHAJN3.

ITouck anmapaTHBIX,
CUICTEMHBIX Y MEKIIPOIIECCHBIX
3aBUCHMOCTEN

ArnmapaTHO-3aBYCUMBIE YIACTKY KOJja PeamM3yI0TCA I[yTeM BbI30Ba allllapaTHOIo
IpepbIBaHNMA, OCYIIIECTBIIAIOIETOCA B BIfle BbI30Ba He MMeHM (DYHKIMI, a 3ape3ep-
BUPOBaHHOT'O HOMepa.

KoHTpPOSb KOPPEKTHOCTH
BBIIIOJIHEHUA IIPOLie Iy PhI
In3acceMOIMPOBaHUA

ABTOMaTN3MPOBAHHOE IIOJIyUeHNe PE3YIbTATOB NOJIKHO COIIPOBOMKIATHCA KOHTPO-
JIEM Y4aCTKOB KOZa, KOTOpbIE Jm3acceMbiiep CaMOCTOATEIBHO He MOYKeT IIpeobpaso-
BaTh: BEI30B IIOAIPOrpaMM KOMaHoi «call», mepexoznn! 6e3 Bo3BpaTa «jmp» ¥ IIpoH.

CpaBHUTEJIbHBI aHATINS
BepCuli aJITOPUTMOB

3ajaun oneparyi: 3peKTrBHee onpeneanTs ey uaMenennsa [10 u oneHnTb
KOPPEKTHOCTh Peas3aliyi aJropyuTMOB.

JleKOMITMITALS
J3acceMOIMPOBAaHHOTO KO/

Ocy1ecTBiAeTca IpuMeHeHMe KaHOHU3MPYIoIuX mpeobpasoBannit. IIpouenypa
JEeKOMITVJIALY OCHOBAHA Ha 3HAHWY IIPABUJI 3aMEHbI JIEKCEM fA3bIKA BHICOKOIO
YPOBHS, BBIIOJIHAEMBIX TPAHCIATOPOM IIPY aHAJM3E VCXOAHBIX TEKCTOB IPOrpaM-
MBI, B IECKPUIITOPHOE, 00'bEKTHOE ¥ MAIIIMHHOE IIpecTaBaeHme [5].

Ilonck ygacTKOB KOZa
TpebyoIMX [1ePBIUYHOTO
MCCJIeJOBaHUA

Pamxkupoanne PO 1o cTenenu CBA3HOCTH, UTO I03BOJIAET BBIABUTE HanuboJsee Ui
HayMeHee JCIIOJIb3yeMbIe U HEMCIIOJIb3yEMble IIEPEMEHHBIE JJIA OLIEHKY IIepeMeH-
HBIX 11 (DYHKIMIT, COXPaHAIOIINX II0TOK JJAaHHBIX, a TaKyKe HeCTaHJapPTHOM pean3a-
LMV TIOTOKOB 0OMeHa JaHHBIMIL.

JuHaMmueckuii aHaJIN3

OCHOBHOI% I1JIbI0 IIPOBEIEHN S JUHAMIYIECKOT0 aHAM3a ABJIAETCA KOHTPOJIb
COCTOSAHYA IIPOrPAMMBI B IIPOIIECCe ee BBINOJHe ). Peasm3yercs, Kak mpaBuio,
HeCKOJIbKVIMY TecToBbIMY BhinosiHeHaMy [10 o 3apaHee ompeesgeMbIM IpaBy-
Jam. B nepBylo ouepenb KOHTpompyoTea Heucnonb3yeMble ©O. Haubosee
IPYMEHVIMBI METOJ, KOMOVHVPOBAHHOTO IIOKPBITHS ¥ METOJ, HOKPBITIA

pelieHuit / ycaoBumiL

Boccranosienne onucanusa
aJIrOPUTMOB ¥ TpeboBaHMil
K HIM, PeajiM30BaHHbIX

B IIPOTPaMMHOM KoJie

BoccraHoBII€HME CTPYKTYPBI IIPOIPAMMBI BBIIIOJIHAETCA HA OCHOBE YIIPaBJIAIOIIEN
CTPYKTYPEI (rpad [0 yIpaBIeHNIO) ¥ YIPaBJIEHNA [0 JAHHBIM Ha OCHOBE Pe3yJIbTa-
TOB CTaTUYECKOr0 ¥ AMHAMIYECKOTr0 aHaIM3a. KOHTpospyeMblii 3aIrycK mporpam-
MBI Ha BBITOJIHEH)IE [I03BOJIAET YCTAHOBUTD YIACTKY KOJIA, BBIIOJIHAOIIMECS
HanboJiee JacTo, ¥ 3a(pMKCHPOBATD YCJIOBNUA [Iepejayuyl YIPaBIeHUA.

AHanna ceMaHTUYECKUX
cBsA3el Ha IIOJIHOM rpade
II0 YyIIPaBJIEHUIO

Vicxoma ns npeguasuayenus I10, hopmupyeTca crimcok o0ImyX 1 YaCTHBIX 33124,
peterne Kotopeix obecreunBaet I10. AHanmua npeCcTaBIeHHOTO0 CEMAHTIIECKOTO
rpacha 3aKJI0YaeTCA B BHIABIEHNY CEMaHTIYECKOI M30bITOUHOCTIL.
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[Togo3putenbHble y4acTKH
kojaa Ha H/IB

v

TToAroTORKA TECTOBBIX Br160p ONTHMANBHBIX I
RN » OBOKALIMOHHOE mcarme HJIB
T0CTeI0BATENbHOCTEI TECTOBBIX > p ~»  Omucanne HJ{

MOCJEeI0BATETHOCTEH TECTHpOBAaHHC

/ v

[Iporokon

W3meneHne npaBHi
thopMHpOBaHHS <
TECTOBBIX .
OCIIeIOBATENBEHOCTEH

Puc. 4. Anzopumm nodmaeeparcdenus /onpogeprcenus cOPMUPOBAHHBLL NOO03PeHUL

BblaeneHune nameHeHuin
YNpPaBAAIOLWER CTPYKTYPbI
BbIYMCNEHWNIA

h 4

BblABNEHME HETUNUYHbBIX BbI3OBOB

- - 5a3a oNacHbIX M3MEHeHMH
U3meHeHWUn ynpasasatouen YNpaBAsIoWen CTPYKTYPLI U
CTPYKTYPb! U BbIMUCAEHUIA CERLELLL

Aa
B 6a3e HaiigeHbl 3anucu
JKCNepTHbIA aHanus
A 4
\ 4
Mpaeka 6asbl ONacHbIX U3MEHEHWUIA MpoTtokon
YNpaBAAoLER CTPYKTYPbI U P BbiABNeHnA HAB MO
BbIMUCACHUI

dopmanusauua npasuna » | OnucaHne BO3MOXKHOro noseaAeHUA
ynpasaAeHMA UCNONHAEMbIM KOAOM > BbliABAEHHbIX HOB

®DyHKUMOHANbHAA cneundmkayma AP (D))...... (P (D))

Puc. 5. Anzopumm o6pabomru pe3yabmamos
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Tabsma 2
HaumenoBaHue 1 Ha3HaUY€HNE MHCTPYMEHTAPUS
HaumenoBanne Haznagenme YcaoBus
MMporpaMMHOTO U3aE€JaNA PpacnpoCcTpaHCHNA
«APT Monitor» Bepcym 2 Kontposs Ber3oBos API-dbyrkumii (obpamennit k API) PacrpocTpanseres
HecrimaTHO
KonTposs n pazzunr (auri. Fuzz testing—meronnka
TeCTMPOBAHNA, TPV KOTOPOIi Ha BXOJ, IIPOrPaMMbI II0JJAI0T- P
IIporpamma «DiDF» s HETIPEely CMOTPEHHBIE JIOTMKOI pabOThI MM CIrydaiiHbie . a;&pocgpaﬂﬂe’rca
JIaHHbIE) BBOZA /BBIBOJA C VICIIOJIb30BaHMeM apaiiBepos OC BOOOZH
«Windows» 11 UX 5MyJIATOPOB
IIporpamma «Pintool» Perucrpaimsa (pyHKIMIT BEI30BOB PacripocTpanseTcs
Bepeyn 2.14 OecrutaTHO
CpezncTBo 00paTHOro MPOEKTHPOBaHNA MpuitoKernit 1y OC
IIporpamma «oSpy» >
porp Py «Windows» ¢ BO3MOKHOCTBIO PaCIIIIPEHHOTI0 aHa m3a (par- PacripocTpansercs
Bepcuu 1.10.4 o cBODOZIHO
MEHTOB KO0/Ia, YIaCTBYIOIIMX BO BlammozericTBum ¢ API
HpOFpaMMHbIﬁ KOMILJIEKC CPEZICTBO 06paTHOI‘O IIPOEKTUPOBAHNA U cbassvmra KOMMY- Pacnpoc'rpaHﬂeTcﬂ
«NetZob» Bepcun 0.4.1 HUKAIVOHHBIX IIPOTOKOJIOB CcBODOIHO
ITporpamma «SysTracer», "
Kommepuecknit mponykT
Bepens 2.8 Cospaunne «caumka» OC P IPOAYK
VHCTpYMEHTAIbHbIN
. ITonck anmapaTHBIX, CUCTEMHBIX ¥ MEIKITPOLIECCHBIX Pacnpocrpanserca
romnaekc «PEiD» Bepcun o 6
0.95 3aBJCUMOCTeI! €CIIJIATHO
AmnajyzaTop CpaBHeHMe Bepcuit UCIIOJIHAEMBIX (PajiJIOB B aBTOMA T3~ Pacnpocrpansercsa
«Darungrim» Bepcumn 4 POBaHHOM peXymMe CcBOOOAHO
IIporpamma TpaccupoBKa (coxpaHeHNe Pe3yJIbTaTOB JMHAMUIECKON Pacrpocrpansiercs
«KmdManager» OTJIaIKV) APaiiBEPOB MCCIELYeMOro 00BEKTA cBODOIHO
Ormamrank «OllyDBG» Pacnpocrpanserca
it y HuskoypoBHeBas 0TJIa KA BeCILIATHO
Pacmpocrpanserca B
Ornagunk « WinDBG» HuskoypoBHEBas OTJIaKa cocrase OecrIaTHoOro
npoznykra «Debugging
ools for Windows»
Nnzaccembrep «<IDAPro» JInzacceMOIpoBaHe B MHTEPAKTUBHOM PeKMMe, B TOM dnce: | oMMepueckist mpomykT
Bepcuu 6.6 B coctaBe
MOy Jiei: — TIOVMCK TabJIMIIbI CBA3e! IJIA aHa3a IIPYII0XKEHNI, pa3pabo-
TaHHBIX C [IPMMEHEeHVeM 00 beKTHO-OPVIEHTYIPOBAHHOTO II0IXO0-
— moxyJb «Class ACH
Informer»
—gopmuposanme crvcka PO, Tpedyroiyx repBooYepeHOr0
_ aHaJ3a, a TaKKe JJI7 aHAJ3a TOTEHIMAJIBHO BPeJOHOCHBIX
mozyas «<IDAScope» YHACTKOB KOJI;
— monysb «TOOLBAG» — TOVICK  ySI3BMMOCTE! B MCCIIe[yeMbIX (DYHKIMAX U POLIEITy -
pax;
— moxnyab « MILF» 5
— TIOVICK TUIIOBBIX acceMOIepPHBIX MHCTPYKLINIL,
— moxnysb «FUNCap» .
— nobaBJieHve B [u3acceMOPOBAaHHbL TEKCT AVMHAMIYIECKN
_ chopMMpyeMbIX JaHHBIX, HAIIp. aipec VIHTepHeT-pecypca, ¢
Monys «IDAStealth» KOTODBIM B IPOrPaMMe HAaCTPOEHO B3aMMOIeiCTBIE,
— moznyus «OllyMigrate» — HejiTpay3aIya MeXaH3MOB, 3aIIUINAOIINX A13acceMOI-
POBaHHBI KOJ] OT MCCJIEZI0BAHNSA ¥ JVHAMIYECKOM OTJIA KL,
— KOppEeKTHas Iepesiada UCCIenyeMoro o0beKTa (pesyJIbTaToB
ngouecca OTJIAJKM) MEXKAY VHCTPYMEHTAJBHBIMY CPEACTBAMM
«OllyDbg», «WinDBG» 1 «IDA Pro» B 1jeJ1X BOCCTaHOBJIEHNA
B Ka’KIOM /3 HIX OIVICaHNSA (OYHKIIMIL.
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PesysbraThl TECTOBBIX 3aIIyCKOB 1 (DOPMUPOBAHNA
(PYHKIMOHAJIBHON CIIeIM(PMUKALINY IIpeiaraeTcsa odpa-
6aTBIBATD 110 &JITOPUTMY, IIPECTaBJIEHHOMY Ha PIUC. 5.

OmcaHue cocTaBa MHCTPYMEHTAPUS IIPOBeE -
IEeHMsI ccieJOBaHII

Jly1s mpoBeieHN A NPeJIaraeMoro MeToa BOCCTaHOB-
JIeHNA (PYHKIVIOHAJIBHBIX CIIEM(DUKAINI TPeJJIaraeTCs
JCIIOJIb30BaHME MHCTPYMEHTa PN A, HaMeHOBaHeE 1 Ha3Ha-
YeHle KOTOPOro IpecTaBJeHo B Tabiaue 2 [3, 7).

OpuUrMHaJBHOCTD IIPEJJIOMKEHHOTO MHCTPYMEHTAPIA
3aKJIFOYAETCSA B €T0 IIPUTOJHOCT K JIFOOOMY BYLY ICXOJIHBIX
JIaHHBIX: OT MCCJIEZOBAHNA OTIEJbHOI IIPOrpaMMbl MJIN
KOIINM JaMIIa, 10 YICCIIeJOBaHKA IporpaMmsl B coctase OC.

OHOI 13 OTJINYNTEJbHBIX 0COOEHHOCTEeN I113acceM-
6nepa «IDA Pro» AByigeTcAa BOBMOXKHOCTB €TI0 VICIIOJIb-
30BaHMA A4 aHaamsa 110, pa3zpaboTaHHOrO C MCIIOJIb30-
BaHJEM A3bIKOB IIPOTPaMMMPOBaHNsA Java 1 I1aT(OPMEI
NET, npu ncrnonb30BaHMY KOTOPBIX KOMIMJIATOP IIepe-
BOIUT MICXOIHBIN KOJ B 0aiiT-KOJ, MCIIOJHAEMbI COOT-
BETCTBYIOIIEN BUPTYaJIbHOV MallIHO.

OueHKa BO3MOIKHOCTI IPUMEHEHIISI METO/A
BOCCTAHOBJIEHUS (PYHKIMOHAJIbLHBIX crergm-
Kaluil IporpaMMHOTr0 00ecnedeHst, CIIOJIH -
€MOro B cpejie 00JIaYHbIX BBIYIICIEHUIT

Passmgator coenyromie Mozesy 00CIyKBaHUA B Cpeie
obJraynbIxX BeIYucienuii [8]: IIporpaMmHoe obecrieueHne
Kak ycayra (SaaS, aura. Software as a Service), ILnar-
dopwma kak ycayra (PaaS, anra. Platform as a Service),
Mudpacrpyrrypa kak yeayra (IaaS, anr. Infrastructure
as a Service) — cm. puc. 6.

YunTeIBadA N3JI0KEHHOE BEBIIIIE, a TAKKe IIPVHMMAA BO
BHMMaHNe orpannydennd [7, 9—12], mpencTaBieHHbIe HUKE,
MOJKHO C/I€JIaTh BBIBOJ] O BO3MOXKHOCTY IIPMMEHEHNA METO A
BOCCTaHOBJIEHN (DYHKIMOHAJIBHBIX CIIEIVI(PUKAIINIL:

— IIpMMeHeHNe MeToza ocyiiecTsuMo i I10, paspa-
©OTaHHOTO C JICIIOJIb30BAHMEM KOMIIMJINPYEMBIX A3BIKOB
IIPOrPaMMIPOBAHN;

— IpUMEHEHJE MeTOJa OCYIIEeCTBUMO AJA MoJeJel
nocryna laaS n yactuyno Paas;

— IPM3HAKaMM HAJMYUA BUPTYAJBHBIX YCTPOVICTB
U IPOTPaMMHBIX KaHAJIOB OOMEHa INAHHBIMM SABJIAETCH
curHatypa Buzga: «\\\\.\\XXXX», rae «XXXX» — nma
YCTPOIiCTBa, «pipe»;

— B 3aBJICUMOCTH OT IeKJIapMUpyeMoii (3aJaHHOI) cIiell-
ndpuranuy, npeabasiaaemMoi k I10 114 KOHKPeTHOI cpe bl
00JIaYHBIX BBIYVCJIEHNI, MBMEHAETCA MOPALOK KJIaCCH-
duranyu ceoricts I1O Ha KECTPYKTUBHBIE U ITATHBIE;

— cpezicTBa BUpTyasmaauyy 06sa1a0T coOOCTBEHHBIM
HabOPOM ITPOLIECCOPHBIX MHCTPYKIMIL, pa3MelllaeMbIX B
oTnesibHOM cerMeHTe rmaMATu (T.H. P-Code), mpu aTom B
peructp ebx nomerraercsa Havaso 6ydepa ¢ P-Code;

— He0oOXOVIMO OCYIIIECTBJIATDH BbIJIeJIEHE U3 KOJa U
KOHTPOJIb VICIIOJIb30BAaHMA BXOJHOI0 / BEIXOZHOTO Oy depa
oOMeHa JaHHBIMI BUPTYaJIbHOV MaIlMHBI;

— CpeJCTBa BUPTYAJIM3aIN JICIIOIb3YIOT COOCTBEHHbIE
IDT-rabaniibr;

— BIOS cpepncTB BUpTyamm3anmum OTINdaeTces OT Tpagy-
LIMIOHHOTO — VIMEETCs BO3MOJKHOCTB €T0 BBIABJIEHMA IIO
3aJJaHHBIM CPOKAaM;

— He0oOXOAVIMO OCYIIIECTBJIATDH BbIJIeJIEHE U3 KOJa U
KOHTPOJIb MCIIOJIb30BaHMUs kKoMaHabl 0Ac, oTBeydarolein
3a paboTy ¢ ycTpoiicTBaMy BBOJA-BbIBOJA;

— HeoOXOAMMO OCYIIECTBJIATL BBIZEJIEHNE U3 KOZa
¥ KOHTPOJIb MCIIOJIb30BaHMUA 00pabOTKY MCKJIIIOYeHU, a

’ 06nayHbIi NnoTpebuTens ‘
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TaK’Ke KOMaH[, OCYIIEeCTBJIAOIINX IIOIBITKM TOCTYyIIA K
rmapamMeTpaM (pU3NYECKON MaIlIMHbI (X0CTa) ¥ M3MEeHEeHN A
1 oOMeHa orepaHaMy;

— HeoOXOAVMO yIeJATb BHUMAaHME ydJacTKaM KOJa,
peaM3yOMVM IIPMEMBI, 110 KOTOPBIM IIPOTrPaMMa OIIpe-
JleJIfgeT, B KaKOJ cpejie IIPOM3BOANTCA 3aIIyCK: B BUPTY-
aJIbHOJ MalllyHe MJIV Ha PeaJIbHOI (B TOM YJICJIe CUTHAJIBbHBIN
OuT, crierUYUHbIE IIPOLIECCHI CPEACTB BUPTYaJN3AINN,
TabJnIa IPEePBIBAHNI U IIPOY.);

— HeoOXOAVMO yIeJATb BHUMAaHME ydJacTKaM KOJa,
peaMa3yomyM CIenM(MUKAIMI0 IPOrPAaMMHBIX MHTEP-
peiicoB CO CTOPOHBI 00JIAYHBIX BBIYMCJIEHNIA.

3aKJIo4eHue

DopmupoBaHre (PYHKIMOHAJJIBHON CIIEIM(PUKAIN
II03BOJIAT Ha OCHOBE JIaJIbHENIIIeTr0 SKCIIEPTHOTO aHAIM3a
CIleJIaTh BBIBOJI O CTEIIeHM JOBEPU:A K VCIOJHAEMOMY B
PasJIMYHBIX Cpesax KONy, O CTeIIeH) COOTBETCTBIA TpebhoBa-
HIAM HOPMaTUBHBIX TOKyMeHTOB Poccun (P/] «3armura ot
HECaHKIMOHMPOBAHHOTO JOCTYTIA K MHpopMaImu. JacTs 1.
IIporpammuOe obecreyenye CpeCTB 3T MH(POPMAIIINL.
Koracenduranmsa no ypoBHIO KOHTPOJIA OTCYTCTBIA HeIeKJIa -
PUPOBaHHBIX Bo3MOKHOCTel» ("'ocTexromuccusa Pocenn,
1999 r.), 3amanne no 6e3omacHOCTH, CPOPMUPOBAHHOE HA
ocuoBe I'OCT P JICO/MOK 15408—1—2012. VIucopma-
IMOHHAA TexHoJornA. MeTonsl 1 cpencTBa obecriedeHns
6esonacHocty. Kpurepnun orienkn 6e3onacHocTy MHOPMa -
LIMOHHBIX TexHoJoruit. Hacts 1. BBeenne 1 ob11as Mo1esb)
¥ 0 BOBMOYKHOCTH €T0 IIPVMEeHeHNA B MH(POPMAIIOHHO
cucreMe [2]. OqHAKO JaHHBIN METOJI TPYIMEHIM UCKJII0Y -
TesbHO K 1O, pazpaboTaHHOMY C MCIIOIB30BaHNEM KOMITI-
JIMPYEMBIX A3BIKOB IIPOIPaMMIPOBaHUA.

OCHOBHBIM IIPEVIMYIIIECTBOM JaHHOTO METOAA ABJIA-
eTcA ero YHMBEPCAJbHOCTD, IPUMEHVMOCTb K aHAJIN3Y
kak I1O, ncnosrHAEMOro B cpejie 00JIaYHbIX BEIYVMCIIEHUIA,
tak u I1O runepsusopa.
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