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D6ecneyenue undiopmannontoi 6esonacioctn IMS

Ha ypoBHe npotoxona SIP

Information security protection of IM$ on SIP layer

KnioyeBble cnoBa: MynstuMmeaninHas IP
nogcuctema IMS — IP Multimedia Subsystem IMS;
MHpopMaLMOHHas 6€30NacHOCTb —

information security; npotokon SIP — SIP

(Session Initiation Protocol); BekTopHas Mmogenb —
vector space model; curHaTypHbIn aHanns —
signature analysis; SBC — SBC (Session Border
Controller).

[MpoBeneH aHannM3 Mofenen obHapy>XeHus
«3MOHAMEPEHHbIX» aTak Ha YPOBHE MpPOTOKoNa
WMHMLMMPOBaHKS ceaHca cBsasn (SIP).
PaccmoTpeHa CTpyKTypa CUCTEMbI 3aLLUmUThbI
pomeHa IMS, ncnonb3ytoLLas norpaHuyHbIe
koHTponnepsbl ceccuin (SBC).

The article presents an analysis of models

for detection malicious attacks at the level

of the session initiation protocol (SIP).

The structure of system of protection of the IMS
domain, using session border controllers (SBC)
is considered.

Mynstumenuitnag [P noacucrema IMS (IP
Multimedia Subsystem) mipencraB/sieT co00ii ceTeByIO
APXUTEKTYPY, OCHOBOI KOTOPOM SIBJISIETCS ITAKETHAS
TPAaHCHOPTHAS CETh, MOECPKUBAIOIIAS BCE TEXHO-
JIOTUY AOCTYyTA U O00ECIeYMBaIOIIAsl peaIu3alnio
00JIBILIOTO YMcIa UHPOKOMMYHUKALIMOHHBIX YCIIYT.
B Hactoguiee Bpemst IMS paccmatpuBaeTcss MHOTUMU
orepaTopamMy M CEpBUC-MIpOBaiiiepaMu, a TaKXe
MOCTaBIIMKAMU OOOPYAOBAHUS KaK BO3MOXHOE
pelIeHue 151 MTOCTPOEHUS CETEN CIeIYIOIIEeTO MOKO-
seHuss NGN (Next Generation Network).

O0opynoBaHue, Bxoasuiee BcoctaB IMS-matdopm,
MMeEET YSI3BUMOCTH, ITPUCYILKE JTIOOBIM OCHOBAHHBIM
Ha [P-tipoTokosie pemieHusiM u, Caea0BaTEIbHO,
MOABEPXEHO aTrakaM uyepBeil u Bupycos, DDoS,
crnamy v pasanudHbiM BuaaM ¢pona [1, 2]. [Toatomy
MpU NMPpUMEHEHUU ceTeit HoBoro nmokoneHuss NGN/
IMS akTyasnibHO¥ 3aaueit SBISIETCS MOIAEPKAHUE
HemnpepbIBHOM MH(POPMALIMOHHO! 0€30IacHOCTH.
Llenbio naHHOI paOOTHI SIBJISICTCS aHAJIM3 MOACIeH
OoOHapy>XeHUs 3apaHee HEM3BECTHBIX aTaK U COOT-
BETCTBYIOILIIMX CTPYKTYPHBIX PELIEHUM TSI 31U ThI
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WHCTUTYTA CBA3M,

Cankt-MeTepbypr

nomeHa IMS Ha ypoBHe POTOKOJ1a UHULIMMPOBAHUS
ceaHca cBs3u SIP (Session Initiation Protocol).
3amaya oOHapyXEeHUS HEU3BECTHBIX aTaK TPeOyeT
UICHTU(PUKALIMU AHOMAJIU I, CBSI3aHHBIX CO 3JIOHA-
MEpPEHHBIMU ACHUCTBUSIMU, B MPOLIECCE CUTHAU-
3alMy 110 IpoTokojy SIP. ¥Yrpo3bl HampaBJieHbI,
IJIaBHBIM 00pa3oM, Ha yIpaBsgiolnid YPOBEHb
IMS, B 0cOOEHHOCTH, Ha pa3JIMYHBIC TUTTbI PYHKIIU I
yripasiaeHusi ceancoM Bbi3oBa (CSCF), a Takke Ha
cepBephl NpuiokeHu (AS), HaxoasIKMecs BbIIle
ypoBHs1 ynpasieHusi. CpeacrtBa oOHapyXKEHUS
aHOMaJIMI TOJKHBI (DYHKIIMOHUPOBATH HAPSIIY C
TUIUYHBIMUA KOMIOHeHTaMu cTeka SIP u onpene-
JISITb OTKJIOHEHWE OT HOPMBbI BO BXOZSIIIIMX COOOIIIE-
Husix SIP. ITpu oaToM JIoruuecKuii aHaau3 MOsBACHUS
HEeOObIUHbIX COOBITUM (aHOMAJIMIA) TPpeOyeT OO0~
HUTEJbHOM OoJiee TIIATEIbHOMN, YeM B HOPMAJIbHBIX
yCJIOBUSIX, 00padoTKu curHaiuzauuu SIP.
OnHMM 13 TOAXO0B, JIEXalIUX B OCHOBE OOHA-
PYXEHUS aHOMaJIMi SIBISETCS BJIOXEHUE COO00-
meHuid SIP B BEKTOpHbIE MPOCTPAHCTBA U U3MeE-
peHue Noaoous. DTOT MOAX0, OCHOBBIBAIOIIIMIACS
Ha BEKTOPHOU MOJIeJIM — OOIIIEM YHUBEPCATbHOM
MeToje s (POpMUPOBAHUS CBOMCTB (TPHU3HAKOB),
OOBIYHO UCHOJIb3YETCs B 00J1aCTU UH(pOPMALIMOH-
Horo moucka [4]. JIOKyMeHT, B JaHHOM cCjyyae
coobmuieHus SIP, xapakTepusyloTcsl 4acTOTaMu
MOSIBJICHUST B HUX OTJIMYUTEJIbHBIX (XapaKTepHBIX)
KkoMbuHauuit cumBosoB k € K. JlanHas KoMOuHaus
k u SIP cooO1iieHre CBSI3aHbI KOJIMYECTBOM ITOSIB-
JIeHUsI kK B §, U TAKUM 0ODA30M MOXHO MOJTYYUTh
3HayeHune yactoTsl f (8, k).Yacrora kombuHaLmu k
JIEUCTBYET KaK Mepa €€ 3HAYMMOCTH B §, HAIIPUMED,
f (s, k) = QykasbiBaeT Ha OTCYTCTBME 3HAYMMOCTH,
BTO BpeMst KaK f (s, k) > 0oTpaxaeT orpeaeieHHOe
MPUCYTCTBUE kK U S. WYHKIIMS BIIOKEHUS m TTOJTyda-
€TCsI MOCPEACTBOM OTOOpaxkKeHus1 coodiieHuit SIP

45

SNOILVIINNININOIOSNI



INFOGCOMMUNICATIONS

WHOOKOMMYHUKALIUK

B | K| -MepHOe BEKTOPHOE TIPOCTPAHCTBO, 3aTI0JI-
HEHHOE YacTOTaMU BCeX KOMOMHAIIMI MHOXeCTBa
K. ®yukuust m onpeaensiercs Kax [ 3]

m:S = RIKL m(s) = f(s,k),

rae S 0603HaYaeT MHOXECTBO BCEX BOZMOKHBIX
coobutenuit SIP u R K |- BexTOpHOE BelllecTBEHHOE
MpoCTpaHCTBO. OQHAKO B OTJIMYME OT TEKCTOBBIX
JIOKYMEHTOB, HEBO3MOXHO OTPEACIIUTH MHOXECTBO
K anpropHO, MOCKOJIbKY 00pa3iibl HEU3BECTHBIX 1
HOBBIX aTaK 3apaHee HeU3BECTHbI. YTOOBI pelIUTh
ATy NpobsieMy, MHOXECTBO KOMOMHauui K onpe-
JEJIIETCS HESIBHO, HAIPUMED, UCTOJIb3Ys OTpee-
JieHus "MapkepoB" u "-rpamMm” (rpyrn u3 N nocre-
JIOBATEJIbHBIX CUMBOJIOB). B HesIBHOM IipeacTaB-
JICHUY MapKepbl COOTBETCTBYIOT BCEM BO3MOXHbBIM
KOMOUWHALIMAIM, pa3aeasieMbIM OMpeaeIeHHbIMU
CUMBOJIaMU-pasrpaHnuureassmMu. Ecan o06o3Ha-
YUTh BCE 3HAYCHWUS OaiiTa yepe3 B U ONpeaeanThb
MHOX€eCTBO D, Kak HabOp CMMBOJIOB-pa3rpaHUIM -
TeJIeil, TO MHOXECTBO B, CBSI3bIBAEMOE C MapKe-
pawmu, onpeziesisiercst kak X := (B\D), rae 3HaK
* o0o3HavaeT 3aMbikaHue Kleene [4| K MHOXXeCTBY
X, COOTBETCTBYIOIIIEE BCEM BO3MOXHBIM OOBEIM-
HEHUSM CUMBOJIOB. ['paHYIIpHOCTBIO (CTENEHBIO
NeTaau3alvn) Py BbIICJICHUU MPU3HAKOB MOXKHO
YIIPABJISATh, UCMIOJIB3YSI MHOXECTBO D. B KauecTBe
npuMepa pacCMOTpUM Kak cooOuieHue s= BYE
sip:sha@loniis.ru_sip/2.0oTto0paxaeTcs, UCIIOJb3Ys
HoHsTUE MapKepoB. B aToM ciiyyae Habop pa3aean-
Teneil D = {  @,:,/}. K={BYE,sip,sha,loniis.ru, 2.0},
MpUYeM KOMOUHALIUS k=Ssip BCTPEYAETCS TIBAXKIbI.

Torna st njanHoro Kumeem(s) - (1 2 1 1 1).

DyHKIIMS BIOXEHUST M 0TOOpaKaeT COOOIICHUS
SIP B BeKTOpHOE IPOCTPAHCTBO, J1s1 KOTOPOI'O MOTYT
ObITb TPUMEHEHBI PA3JIMYHBIE METOIBI O0OYYEHUS C
LIEJIBI0 OOHAPYKEHUST aHOMATUU. MOXHO UCTIOJIb-
30BaTh JBa METO/Aa, OCHOBAHHBIX Ha FEOMeTpuYe-
CKMX MOJIEJISIX HOPMaJbHOIO 3aKOHA pachpeie-
JieHus [3]: mobaibHOE Y JIOKAJIbHOE OOHApYXKeHUE
aHoMayiu. OCHOBOM ISl TAKUX T€OMETPUUYECKUX
MoJese 00y4eHUS SIBAIETCS (PYHKIIMS pACCTOSTHUS
d, KoTopasi OLIEHMBAET HECXOACTBO JIBYX COOOIIEHU I
X ¥ zZ, KaK d(x,z7)=||m(x)-m(z)||, u coorBeTcTBYET
EBKJIMIOBY pacCTOSIHUIO B BEKTOPHOM ITPOCTPaH-
ctBe. OCHOBBIBAsICh HA TAKOM MPEAICTaBICHUU PACCTO-
SIHUS 111 coobiueHuit SIP, Hanpumep, riio0aibHas
MOJIEJTb [IJ151 OOHAPYKEHWSI aHOMAJIUY OTIPEIEIISIeTCS
MyTeM pa3MelIeHUs Tunepcdepbl BOKPYT MHOXECTBA
3agaHHbIX SIP coobuienuit S = {s;, __ s,} oToOpa-
>KEHHOTO B BEKTOPHOE MTPOCTPAHCTBO. B yacTHOCTH,
OTBICKMBAETCS HAUMEHbIIIEEe OTOOpaKeHUE S COOTBET-
CTBYyIOLIEE TUIepcdepe ¢ MUHUMAaIbHBIM O0bEMOM,
KOTOPOE MOXET ObITb ONPEAEAECHO, pelas Caemay-
FOLYI0 ONITUMU3ALIMOHHYIO 3a/1a4y:
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= arg min max ||lm(s;) —
Hope = argmin max |Im(s;) — p ||

’

1€ Hopt — LICHTP ONTUMAJILHOM TUIIEpCPEPHI.
AHOMaIMU Jiexxat BHe cpepbl U3-3a UX OOJIBIIOTO
paccTosiHUs OT LieHTpa. HeusBecTHbIe aTaku B S MOTYT
MPUBECTU K runepcdepam ¢ 60JbIIUM 0OBEMOM.
OTa npobieMa MOXET ObITh ocjabjieHa METOIOM
peryiaspu3aiuu, KOTOpbIil "cMmsirdaer” TrpaHUIIbI
ruriepcepbl TAKUM 00pa3oM, YTO BEIOPOCHI U HEU3-
BECTHBIE aTAKW MOKHO KOMIIEHCUPOBATH C TOMOILBIO
MOJIEI 00yYEHHUS, TPEIJIOXKEHHOM B [6]. A UMEHHO,
KaK TOJIbKO LIEHTP HKop: HAUMEHBIIEH TUNIEPChHEPDI
HaliJieH, OTKJIOHEHUE OT 3TOM rio0aabHON MOASIN
HOPMAJIbHOCTH OIPEIEISIETCS ITyTEM BIYMCICHUS
PaCCTOSTHUS BXOASIIETO COOOILEHUS Z OT [y,

gd(z) = ”m(z) - )uD‘pt”.

HMcnonp3oBaHue 310l MOAEIN TPEOYET BBIYUC-
JICHU I TOJIbKO €IMHUYHOTO 3HAYEHUS PACCTOSTHUS
JUTS. K&KIIOTO BXOMASIIIETO COOOIIEHUS, TTOCKOJIbKY
Hopt TOJTHOCTBIO OTNIPEAEIISIETCS U3 S BO BpeMS Mpei-
recTBytolei ¢gaspl 00yueHus. Eciu tpaduxk SIP,
HabomaeMblii B ceTeBoM y3ie IMS, o cBoeit mpupose
HEOJHOPOJEH, HalpuMep, B KPYMHOM IIUTIO3€E,
mI00AJIbHASI MOJIEJIb HOPMAJIBbHOCTA MOXET ObITh
HEI0CTATOYHOM U151 OOHAPYKEHUS HEU3BECTHBIX U
HOBBIX aTaK. YTOObI 0OHAPYKMUTh AHOMAJIUU B TAKUX
YCJIOBUSX, TPUMEHSIETCS JIOKAJIbHAS MOJIEb OOHApY-
JKEHWSI aHOMAJIMU, KOTOpasi OLIEHUBAET OTKJIOHEHUE
COO0ILIEHMST, pacCMaTPUBasi TOJIbKO YaCTh COOOILEHU I
B 00Oy4YalolIuX JaHHBIX.

MHoXecTBO aHOMaIMii, oOHapy:XuBaeMoe Ha
OCHOBE PacCMaTPUBAEMBIX MOJIEJIEH U METOJIOB, MOXET
CITY>KUTh OCHOBOW JIJISI aBTOMATUUYECKOM TeHEpaIn
CUTHATYP aHOMAJIbHBIX COOBITH C LIEJIbIO TPUMEHEHHUS
B CYLLIECTBYIOIIMX CUCTEMAX OOHAPYKEHUS CETEBBIX
atax [5]. Takue curHaTypsl (XapaKTepHbIE TPU3HAKA
aTak, MCIOJIb3yEeMbIE JIJISI UX OOHAPYKEHUST) MOTYT
OBITh UCIOJIL30BAHBI JaJIee 11 THPOPMUPOBAHUS
(0OyueHMs1) MorpaHUYHbBIX KOHTpOJL1epoB ceccuit SBC
(Session Border Controller). TunuuHsii clieHapuit
noctpoeHus cetu NGN/IMS nipennonaraer pazme-
menure SBC Ha rpanuuax siapa (0a3oBoi CeTH) C
CETSIMU JIOCTYIA, a TaKXKe Ha TPaHUIIAX C APYTUMU
cersamu. KoHTposuiep TpaHCAUPYET CUTHAIBbHBIN U
MeIMaIoTOK, o0ecrneuynBasl eIMHYI0 TOUYKY BXoaa/
Boixoga cetu. Kpome Toro, SBC ¢ 1Lefiblo 3alIuThl
¢ynkuuii sapa IMS oT 1100bIX UMEIOLIUX MECTO HPU
CUTHAJIM3ALUU YTPO3, MOCTYIAIOIINX U3BHE, PEau-
3yeT IUMPOKUI cieKTp (PYHKIMI 110 O€30I1aCHOCTHU
CETU: COKPBITUE TOTIOJIOTUU CETH, 3aLIATY OT YIPO3bI
aHaM3a Tpadrka, KOHTPOJb OOMEHA CUTHAJIBHBIMU
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coobO1eHusiMu u 1p.[2]. CtpykTypa paccMaTpruBaeMoit
B JaHHOM paboTe CUCTEMBI 3aIMThI IPOTUB Hama-
JIEHU I TIpeIioJiaraeT BBEACHUE B COCTAaB KOHTPOJI-
nepoB SBC nomena IMS cpencts, KOTOpbIE B poLiECcCe
CUTHAJIM3ALIUU T10 POTOKOY SIP MOryT uneHTudu-
LIMPOBaTh aHOMAJIMH, CBSI3aHHBIE C 37TOHAMEPEHHBIMU
neictBussMu. OCHOBA 3TUX CPEACTB — IMTPOTrpaMMHbBIE
CpeacTBa OOHAPYXEHMSI aHOMAJIUI, KOTOPbIE pa3Bep-
HyTbl B SBC Hapsay ¢ TMIMMYHBIMU KOMIIOHEHTaAMU
creka SIP. Kak ToabKO HOBasi paHee HEeU3BEeCTHAs
aTtaka ObuIa MIEHTUMDUIIMPOBAHA C TIOMOILBIO PACCMO-
TPEHHBIX BbIIIE MOJIeJIeli OOHAPYKEeHWSI aHOMAJIU U,
ABTOMATUYECKU T€HEPUPYETCS COOTBETCTBYIOLIAS
CUTHATypa aTaku u pacripenessiercsa mo scem SBC
nomeHa IMS. Takoe CTpyKTypHOE peleHue MOXET
MCITOJIb30BAThC TSI 00eCTIedeHUsI UH(POPMaMOHHOMN
6e3onacHocTu foMeHa IMS B iesiom.
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