INFO SECURITY

bE3OMACHOCTb

MopenupoBanne yrpo3 nuchopmalMoHHOi 6e30NACHOCTH
¢ HCnonb3oBaHMeM OpHEHTHPOBAHHLIX rpadios

Simulation of informational safety threats using oriented graphs

KnroyeBble cnoBa: MHpopMaLmoHHas
obcTaHoBKa — information situation;
OpUEHTMPOBaHHbIe rpadobl — oriented graphs;
NHOPMaLIMOHHBIN 06BEKT — information
subject; npuHATHe peLueHnin — decision making;
WMHpopMaLMOHHast 6€30NacHOCTb —
informational safety.

Mpouecc NnaHNPoBaHUS U NPUHATUS PELLEHWN
npv opraHM3auum MHOPMaLMOHHOW onepaumm
Ha4yMHaeTcs ¢ aHanM3a MHGOPMAaLIMOHHON
o6cTaHOoBKN. OLeHKa 1 NporHo3npoBaHme
MHOOPMALIMOHHOM 06CTaHOBKM OCYLLECTBIIAOTCSA
C LIeNbIO BbISIBIEHMS OMACHbIX, C TOYKM

3peHns CyobekTa OLEHKN, (haKTOpPOB

Yrpo3 MHPOPMaLMOHHOM 6€30MacHOCTH,
KoTopble 06/1afatoT BO3MOXHOCTbIO
OECTPYKTUBHOIO M3MEHEHUS hyHKLMIA
NMHAOPMaLIMOHHOIrO 06BEKTA, UX OrPaHUYEHUS
W NoaMeHbI CBOWCTB, YTO cAenaeT ero MeHee
COOTBETCTBYIOLLIMM CBOEMY MPEeAHA3HA4EHMIO.

Process of planning and making decisions

at organization of informational operation

starts from analysis of information situation.
Evaluation and forecast of information situation
is carried out in order to reveal dangerous factors
(from the point of view of evaluation subjects)
of informational safety threats which have

a possibility to make destructive changes to the
information subject functions, their limitation

or substitution of properties which make it less
corresponding to the intended purpose.

[Tpouenypa OLEHKM UM TPOTHO3ZUPOBAHMUS
WHGOPMALIMOHHOU 0OCTAaHOBKH, IMOJ KOTOPOW
MOHUMAETCSI COBOKYITHOCTh (PaKTOPOB U YCJIOBUM,
OKa3bIBAIOIIMX BAUSIHUE HA QPYHKIIMOHUPOBAHUE
MHMOPMAIIMOHHBIX 00BEKTOB M OTHOIIEHU W MEXIY
HUMM, KaK TIpaBUJIO, OCHOBaAaHA HAa MOAEJIUPO-
BaHUU NMpobieMHol cutyauuu. CyliecTBEHHYIO
TPYAHOCTb IIPU MOJEIUPOBAHUU B UH(DOpMALIU -
OHHOII cpepe, xapaKTepusylolieicss 00abIIUM
KOJMYECTBOM HEKOHTPOJUPYEMBIX, HEOMpPEIE-
JIEHHBIX ()AaKTOPOB, UMEIOIIMX PA3TUYHYIO HU3U-
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JOKTOP TEXHUYECKNX HayK, OLIEHT,
npodeccop kadeapb!

CaHkT-TeTepbyprekoro rocynapcTBEHHOM0
YHIBEPCUTETA UH(DOPMALIMOHHBIX TEXHONMOT WA,
MexaHuku u ontukin UTMO,

Cankt-MeTepbypr

YEeCKYI0 MPUPONY, MPEACTABISIET CO3JaHUE €€
o0Opa3a B MaTeMaTU4eCKOi (hopme, YTO 0OYCIOBIEHO
3a4aCTYI0 OTCYTCTBMEM KOJIMYECTBEHHBIX ITOKA3a-
Tesei (haKTopoB, 00yCAaBIMBAIOIINX HACTYTLIEHUE
cobpiTuii. [To3TOMY OLIEHKM BEPOSITHOCTU TEX
WJIA UHBIX COOBITUI, BDEMEHHBIE MOKA3ATEIN UX
HACTYIUIEHUS Y IPYTUE KOJTUYECTBEHHBIEC OLIEHKHU
yaie BCETo MOoJydyaloT pa3juYHbIMA METOJAMU
SKCHEPTHBIX OLIEHOK.

C yyeToM 3TUX OOCTOSITEILCTB MOXKXHO OTME-
TUTh, YTO BBIIIOJHEHUE HEOOXOIUMBIX IECTBUIA
C LIEJIBIO CLIEHAPHOTO MOAEIUPOBAHUS PA3BUTUSL
CUTyalluu, OLUEHKNA BO3MOXHOCTU MPOSIBJICHUS
yrpo3 B pe3yJibTaTe peajnu3aliuu Hebaromnpu-
SITHBIX (DAKTOPOB, OMPEACIECHUS MPEAOTIaraeMbIX
U MOTPEOHBIX PE3EPBOB PECYPCOB U MIPUHATUS HA
WX OCHOBE YIIPABJICHYECKUX PEILICHUN 10 pa3pe-
LIEHUIO WA TTPEAYTPEXIACHUIO TPOOJEMHON CUTY -
ALy TIPEeIOCTABIISICT CUTYallMOHHBIM aHaIu3 [1].

B pamkax cuTyallMOHHOTO aHaJIM3a IPU MOJIE-
JIMPOBAHUU MTPOOJIEMHON CUTyallMU HAauOOJIbIIIEeE
pacnpocTpaHeHue MOJyYUJIU MOJIETIU, OCHOBAHHbIE
Ha MaTEMaTUYECKOM arrapaTe OpueHTUPOBAHHBIX
rpagos [2]. LleaecooOpa3HOCTh UCIIOIb30BaAHUS
ATOTO arrapara OnpeaeaseTcs:

— cJaboil YYBCTBUTEJIBHOCTbIO K TOYHOCTHU
WCXOAHBIX JAaHHBIX U BO3MOXHOCTBIO TMOCTPO-
€HUS aleKBATHBIX MOJEJIEN Ha KOJTUYECTBEHHBIX
1 KQYECTBEHHBIX 3aBUCUMOCTSIX C YYETOM CTETIEHU
WHOOPMUPOBAHHOCTU CyObEKTa MH(POPMALIMOH-
HOTO MPOTUBOOOPCTBA;

— BO3MOXXHOCTBIO MOTAMHOTO HapallruBaHUsI
CJIOXKHOCTU MOJIEJIM IO Mepe MoJiydeHUus OoJiee
TOYHBIX UCXOJHBIX JAHHBIX U OBICTPOIi €€ aaar-
TallMM 32 CYET U3BMEHEHUS TOTOJIOTUHM Tpada;
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Puc. 1

€ro OTHOCUTEJIbHOW MAaTeMaTU4YECKOM
MPOCTOTOM, YTO MO3BOJISICT B U3BECTHOM CTEIEHU
pemnTh NpoOJIEeMYy BBICOKOW BBIYMCIUTEIbHOM
TPYAOEMKOCTH, BO3HUKAIOIEH N3-3a HEOOXOI-
MOCTH y4eTa 00JIbII0TO KOJIMYECTBA CYIIECTBEHHbBIX
¢daKkTOpOB.

OpueHTtupoBaHHbIil Tpad G(X, E) COCTOUT U3
BekTopa X — BepuinH rpada, u nyr £ = {e; ;}, kotopnie
XapaKTEPU3YIOT MPUUYMHHBIE CBSI3U MEXIY BEPIIN-
Hamu. BepuimHamu rpada MOryT SIBASIThCS:

— HEKOHTpOJIMpyeMble (PaKTOPbI —x/, KOHTpO-
Jupyemble (haKTOphI (YIIpaB/sIOlie BO3ACUCTBUS)
—Xj ¥ COCTOSAHUSA 0OBEKTOB —X} » OTIMCBHIBAIOIINX
CUTYaLUIO;

— COOBITUS, KOTOPbIE TTPOU3OUIIU UIA MOTYT
MMPOU3OMUTU B PE3ybTaTe Pa3BUTUS KAKOU-TUO0
CUTYyaLlUU.

PaccmoTpuMm Ha mpumepe oprpad mepBoro Buaa
(puc. 1). Ilyctbi =1,n, n — 9ucao GpaKTOPOB, BIMSI-
011 HAa THPOPMALMOHHBIN O0BEKT, j=1,m, m
— YKCJIO YIPABJSIONINX BO3JAECWCTBUMN, OKA3bIBA-
€MbIX CYObEKTOM MPOTUBOOOPCTBA HA MH(POPMALIK-
OHHBI 00BEKT, § =1, k— MHIEKCHI, COOTBETCTBEHHO,
MHOOPMALIMOHHOTO 00BEKTAa U €r0 COCTOSHUS,
XapaKTepPU3yeMOro CTPYKTYpOi, (PyHKIUSAMU U
OTHOILEHUSMHU C IPYTUMU OOBEKTAMMU.

Hyru E = {e; ;} — oTHOLIEHUS MEXY (haKTOpaMH,
YIPABASIOIIMMU BO3ICACTBUSIMU U COCTOSTHUSIMU
o0bekTa. B oprpad npuHATO BKIOYATh (PDYHKIIM-
OHaJl mpeoOpa3oBaHUsI OYr, CTaBSILIUN KaxXaou
JIyre B COOTBETCTBUE MO0 3HAK, JTUOO Bec, JIUOO
(pyHkuuio. CoBOKYIMHOCTb 3HAYEHU I TapaMeTpOB
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BEPILMH, MIPEACTABICHHBIX OprpadomM TaKOro BUJA,
ONKMCHIBAET KOHKPETHYIO CUTYALIUIO B OTIPEAEICHHbIA
MOMEHT BpeMeHU. VI3MeHeHUsI 3HaYeHUs mapame-
TPOB (BEpIIMH rpada) UHTEPIPETUPYIOT KAK MEPEXO]T
00BbEKTA U3 OTHOTO COCTOSIHUSA B ipyroe. OpueHTU-
POBAHHBIN MapIUIPYT, COCTOSIINUIN U3 COBOKYITHOCTH
JIYT, CBSI3bIBAIOILMI BepIIMHLI rpada, M03BOISIET
YCTaHOBUTD XapaKTeP U CUJTYy BIUSHUS (PAKTOPOB
npyr Ha apyra [2]. Ilpumep rpaga BToporo Bujia, B
KOTOPOM BEPILIUHbI IPEACTABIISIOT COOOI COOBITHUS,
MPEeACTaBJICH Ha puUC. 2.

B otiinuume ot rpapa nepBoro Buaa, Takou rpad
MO3BOJISIET MTPOBOJIUTD AHAJIU3 HE 00BEKTA, U3ME-
HSIOILETO CBOE COCTOSIHUE MO/ BAUSIHUEM (DaKTOPOB
WU YTIPABJISIONIMX BO3JEWCTBUM, a OCea0Ba-
TEJbHOCTHU (CETU) COOBITUI, IPUBOASIINX K TOMY
WJIM UHOMY BbIXO1y. BeIX01 — KOHEUHOE cOObITHUE,
SBJSIOIIEECs pe3yabTaToM McxoaHoro. Kaxmoe
coObITHE, CIIEAYIONIEE 32 UCXOAHBIM, YCJIOBHO MO
OTHOWIEHUIO K NpeauiecTywinemy. [Ipu Takom
AQHAJIM3€ BBIXO/I, XapaKTePU3YIOLIUI HEXETATEIbHOE
OTKJIOHEHHE COCTOSIHUS CUCTEMBI (BOEHHOM, COLIU-
aJIbHOM, 9KOHOMUYECKOM, (GMHAHCOBOW UM UHOM)
OT HOPMbI UJIA OXMJIAEMOTO pe3yjbTaTa, Ha3bl-
BalOT MHIMAECHTOM. BepoSTHOCTL WMHUMIAECHTA
MOXKHO pacCUMUTaTh, 3Hask BEPOSITHOCTH IpPEIIe-
CTBYIOILIMX COOBITUA.

MOXHO BBIAEJWTH JABa TUIlA aHaJIu3a CETHU
coobiTuit (ACC). TlocnenHuuneHTHbIn ACC
HUCMOJIb3YETCS JJIS OLIEHKU PE3YIbTATOB MPOU30-
LIEIIEeTO MHIUAEHTA U pa3paboTKu MEPONPUITU
10 €ro HeAOMYIIEHUIO B OyaymeM. JJonHUMIeHTHBIA
ACC HanpaBJieH Ha IIpeIoTBpallieH1e BO3MOXKHOIO
nHauaeHTa. OH u3ydyaeT cCOObITUS, CIIOCOOCTBY-
IOIIIME€ U MELIAIOIINE BOSBHUKHOBEHUIO MHIIUACHTA.
Hapsiny ¢ vHUMAEHTOM, paccMaTpyUBaIOTC XKeJla-
TeJbHbIE BBIXObI. JIOMHIIMAEHTHBIN aHAJIU3 BaXEeH
JUJTSI BBISIBJIEHUSI BO3MOXHBIX MTPUYUH UHIIMICHTA,
MPU 3TOM aHAJIM3€ MILYT XeJaTeJIbHBIH BBIXO/I,
COOTBETCTBYIOUIMIA OTCYTCTBUIO MHIIMAEHTA. [To
€ro pe3yjbTaTaM COCTABJISIETCS CIIMCOK YCJIOBUM
WHIUICHTOB U MEP MO BOCCTAHOBJIEHUIO Oe30mac-
HOCTH.

O1eHKa BEPOSITHOCTA HACTYIJIEHUS COOBITHUS
OCHOBaHa Ha MCIOJb30BAaHUU CTATUCTUYECKUX
JAHHBIX, MATEMATUYECKOM U UMUTALIMUOHHOM MOJIE -
JIMPOBAaHUU, aHAJIU3€ CETU COOBITUM, BHEUIHUX
MPUYUH U YyesioBeueckoro ¢gakropa. [Ipu oTcyr-
CTBUM aIcKBaTHOU Mozein (pparMeHTa uHGopMa-
LIUOHHOM cepbl OLIEHKU BEPOSITHOCTEN MOXKHO
MOJYYUTh C UCITOJb30BAHUEM IKCIEPTHBIX OLIEHOK,
MmeToaoM Henbdu u T.4.

BeposTHOCTP HACTYIUIEHUSI BBIXOJA MOXKHO
paccyuTaTh ¢ UCIOJIb30BaHMEM (DOPMYJIbI MOJTHOM
BEPOSITHOCTU:
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Puc. 2

[TpyMeHUTETBbHO K MPUMEPY CETU COOBITHIA, TIPEI-
CTaBJIEHHO Ha pUC. 2, BEPOSITHOCTb HACTYIJICHUS
BBIXOZ1a A, K KOTOPOMY BeZlyT Ba IyTH Sy S|4 1 Sy $HA4,
OyZeT paBHa:

P(4)=P(4/S,)P(S,)+ P(4/S,)P(S,)=
=0,7x 0,4 +0,6x 0,6 =0,64

rae P(S)) u P(S;) — BEpOSITHOCTA HACTYTJICHUS
COOBITUIi, COOTBETCTBEHHO, S| U 5, (coObITUE S
— UCXOIHOE COOBITHE, C HACTYILUIEHUEM KOTOPOTO
HauyMHaeTCs IUIAHUPOBaHKe onepauun), P(A/S)) n
P(A/S,) — ycnoBHBIE BEPOSITHOCTU HACTYILIEHUS
COOBITUS A ITPU YCIOBUU, YTO TPOU3OIILIO COOBITUE
S uan S,. AHaJIOTUYHO MOXKHO PACCUUTATh BEPO-
STHOCTb HACTYIUIEHUS BbIXoaa B.

ITpu paccMOTpeHUU MOCAEMHIMAECHTHBIX CETEM
MHTEPEC MOXET MPEACTABIIATD AIOCTEPUOPHAS BEPO-
SITHOCTb HACTYTIJICHUS UHIIAJIEHTA, YTO MO3BOJIAT
BbIpabOTaTh (YTOYHUTH) MEPOTIPUATHUS 10 HEJO-
NyLIEHUIO €ro B OyayIleM.

JI7151 5TOTO MOXHO BOCTIOJIb30BATHCS (POPMYJIOM
baiieca:

1

P(4)

P(Si/A):P(S-)P(A/Si) |

()
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IlycTh Ha puc. 2 npeacTaBjieHa MOCIASUHIIN -
JIEHTHas CeTh COOBITHU, TIe COObITHE A YXKe TPOU-
3011710. MOXHO YyTOYHUTH BEPOSITHOCTH TOTO,
YTO MHUMJAECHT IMPOU30LIEI ITOCJIE HACTYIJICHUS
coobITUA S:

P(S,)P(4/S;) _0,4x0,7 _

P(S,/4)= =0,44.
(5/4) P(A) 0,64
AHaJIOTMYHBINA pacyeT AJ1s1 COOBITUA S5:

P(S, / A)= P(S,)P(4/S,) _0,6x0,6 _0.56,

P(4) 0,64

YTO SICHO MOKAa3bIBAET BEPOSTHOCTh TOTO, YTO UHIIM-
JE€HT HACTYIIUT I1OCJIe HACTYIUICHUS COOBITUS S
BBILIE, CJIEOBATEIbHO, YCUIUS HEOOXOIUMO COCPe-
JOTOYWTH HA HEAOMYIIEHUU PAa3BUTHUS CUTYallUNA
no aToMy nyTu. CeTh COOBITUI B TAKOM CJy4dae
1ejiecoodbpa3Ho NpPeACTaBUTh B BUJIE, KaK MTOKa-
3aHO Ha puc. 3.

[TpencraBieHue ceTu COOBITUI B BUIE IBYI0JIb-
HOro rpada, B KOTOpOM UMEIOTCS BEPIIMHbBI ABYX
BUJ0OB — (DaKTOPBI, YIPABISIONIME BO3ACUCTBUS U
COOBITHS, HA KOTOPbIE OHM OKA3bIBAIOT BIMSTHUE,
MO3BOJISIET YTOUYHUTD MJIAHUPYEMbIE MEPOTIPUSITUS
10 HEIOMYIEHU IO HEXEJIaTeIbHOTO Pa3BUTHS CUTY-
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aluu, NpuBoAsilel K uHIUAeHTY. Bo3Bpamiasich
K HallleMy TIpUMEpPY, U3 PUCYHKA U PE3yJIbTaTOB
pacyeToB MOXHO CeIaTh BbIBOA, YTO JIJIsl HEO-

NyLEeHUA MHIMAEHTA A yipaBieHue MHpopManm- " n w U r I'I u " n
OHHO onepaliyeii Ha Ha4aJbHOM 3Tare He0OXo-
MO COCPEIOTOUYUTh Ha YIIpaBjieHUU (pakTopamu / ULV
x{ — x4 ¥ yIIpaBJIIOLM BOBHgﬁCSTBIéICM X' C LIEJIbIO
pPa3BUTUSI CUTYyalIMU IO TIyTH S S;. 3aTeM Bo3eii-
CTBUEM Ha (PaKTOp x{ 1 UCIIOJB3YS YIPABISIOLIEE npeanaraeT AOKTOpaM U KaHanaaTam

BO3IIEIICTBUE X, TTOBBICUTh BEPOSITHOCTb HACTY- HayK, ad TakKXxe acnupaHTaM
TUIEHUS XKeJIaTeJIbHOTO coObITUS B. Bo3neiicTus
Ha HEKOHTPOJIMpPYEMbIe (PAKTOPBI MOTYT OCYIIECT-

BJISITHCS C I/ICHOJIbgOBaHI/IG(:II)V[ pedeKCUBHOMI TeOpI/II/_I O n y6n M KO BaT b c B O M
it c HayMiHBIEIManepranb!

JIOTMYECKUX U/WUJIN TEXHUYECKUX BO3AEUCTBUIA.
Takum o6pa3oM, METO/1 aHAIU3a CETe COOBITUM
MpeaHa3HaYeH ISl OLIEHKU WH(MOPMALMOHHOM p u
00CTaHOBKM U MPOTHO3UPOBAHUS MOSBICHUS yTPO3, H a CT a H M ax
MMEIOIIMX pa3uYHble UCTOYHUKU. OH Tpeano-
Jlaraet IpoBeJeHNe CIEAYIOIINX 1eICTBUIA: H a I'u e ro )Ky p H an a
— pa3paboTKy UHMOPMALUOHHON MOIEIU
M CO3JaHUE AHAIMTHYCCKOTO CLEHAPUST CUTY- | LWL i TG e R R )
alluyu Kak 1eJIOCTHOM NTMHAMUYECKOW CUCTEMBI, | 1 AYIOLLME YCIIYTH:
UMEIOLIEN OMpPENEICHHYI0 BHYTPEHHIOK CTPYK-
TYpYy U BHELLIHUE CBSI3H; — On3aitH nnakaros, Gpowop u GyKNeTos;
I Al Ul  123p260TKa (HUPMEHHOr0 CTNS Balleii KoMMaHuH:
KOJIMYECTBA PA3HOIIAHOBBIX 9KCIIEPTHBIX OLIEHOK

YYBCTBUTEIbHBIX (DaKTOPOB, KOTOPHIE MOTYT MHUII - CO3/aHue NIoroTUNa, peKNamHbIX Mopynei,

— penakTMpoBaHUe U KOPPEKTUPOBaHKE

Jinteparypa c60pHUKOB M MOHOTpathui;
; 6l;’fi/xipl\lelll-/ 1230/;7 Ljpiraros B.B. MeTofibl v TEXHONOMAIN MHXDOPMALMOHHbIX |- PACNPOCTPaHEHMe neyaTHoii
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